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Objectives
 Attribute to The Association of Certified Fraud 

Examiners (ACFE) 
 Fraud 101
 The Fraud Triangle
 Fraud Risk Management
 Focus: How Management can prevent Fraud 

in the Workplace and establish an anti-fraud 
Culture
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How Scammer-Savvy are 
You?
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Test your Fraud Intelligence
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Test your Fraud Intelligence
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Test your Fraud Intelligence
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b. Procurement Fraud  



Test your Fraud Intelligence
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Test your Fraud Intelligence
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Test your Fraud Intelligence
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Test your Fraud Intelligence
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Test your Fraud Intelligence

11



Test your Fraud Intelligence
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Test your Fraud Intelligence
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Are you a fraud 
expert? 



Fraud 101
1. What is Fraud?
2. What are the different types of Fraud?
 Internal Fraud
 occupational fraud

 External fraud
 broad range of schemes

3. Who commits Fraud? 
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What is the               ?
All Organizations are susceptible to 

fraud.
Companies with management that 

are least attentive to the potential for 
fraud .
Fraud is a human problem not an 

accounting problem.
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Why do people commit fraud?

Dr. Donald Cressey’s 
Theory
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Examples of Pressure

 Inability to pay one’s bills 
 Drug or gambling addiction 
 The need to meet earnings to sustain investor 

confidence.
 The need to meet productivity targets at work. 
 Desire for status symbols such as a bigger 

house, nicer car, etc. 
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Examples of Opportunity 
Scenario: An employee who has access to blank checks

Will not commit due to recognition by another 
individual during reconciliation

vs
A person who has access to writing checks 
and reconciliation. Opportunity is then present 
for the fraud to happen. 
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Examples of Rationalization

The fraudster must justify the crime to himself in a way that 
makes it acceptable or justifiable. 

– “I was entitled to the money.” 
– “I had to steal to provide for my family.” 
– “I was underpaid; my employer cheated me.” 
– “My employer is dishonest to others and deserved to 

be fleeced.” 
– “I was only borrowing the money.” 
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Fraud Loss: 
$400K

Opportunity
Pressure 
Rationalization
Who committed the fraud?
How was the fraud detected?
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Fraud loss: 
Imprisonment/ 
$250,000 fine

Opportunity
Pressure 
Rationalization
How was the fraud detected?
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Fraud Loss: 
$32M

Opportunity
Pressure 
Rationalization
Who committed the fraud? 
How was the fraud detected?

27



Fraud Loss: 
$22,000.00

Opportunity
Pressure 
Rationalization
How was the fraud detected?
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The BIG Picture 
 Commonality
Weak controls = Weak Risk 

Management  
What is Fraud risk management?
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Developing a Fraud Risk Assessment  
• Dynamic and interactive
• The basis for determining how risk will be 

managed.
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Fraud Risk Management 
A. Fraud risk management programs must 

address fraud before, during, and after it 
occurs. 

B. Incorporates policies and procedures 
designed to 
 Prevent fraud 
 Detect fraud
 Respond to identified fraud
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Preventing Fraud 
How do we prevent fraud?
Mitigate the risk
Design policies and procedures based on risks 

identified in the risk assessment
Training 
Communication to employees  regarding  job 

expectations
Example
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Detecting Fraud 
 How do we detect fraud? 
Create controls to identify fraud occurrences 

as soon as possible which will limit the 
damage.

Example
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Responding to Fraud 
 How do we respond to identified fraud? 
 Investigate
 Punish the perpetrator, whether through 

employment sanctions or legal action 
 Remediate control weaknesses 
Rebuild stakeholders’ confidence in the 

organization 
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1. What did they do?
 Set up of fake bank and credit card accounts to meet sales targets

2. Who did it impact?
3. What did it cost?

 $185 million in fines
4. All businesses are susceptible to fraud!
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The TONE AT THE TOP 
• Ethical atmosphere that is created in the 

workplace by the organization’s 
leadership.

• ACFE video Fraud and the Tone at the Top 

• Designed to help US business community 
provide corporate fraud prevention training to 
personnel at all levels. 
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CREATE AND MAINTAIN A TRUE ETHICAL 
CLIMATE

1. Communicate what is expected
 Code of ethics
 Training Program 

2. Lead by example
 Lead with integrity
 Walk the Walk 

3. Provide a safe mechanism for reporting 
violations

4. Reward Integrity
 Create incentive programs to encourage ethical 

behavior 
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Report to the Nations on Occupational Fraud
1. 2016 Global Fraud Study 

 Attribution: 2016 Report to the Nations on Occupational Fraud 
and Abuse. Copyright 2016 by the Association of Certified Fraud 
Examiners, Inc

2. 2,410 cases of occupational fraud in 114 countries throughout the 
world. 
 Methodology 
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Geographical Location of 
Victims

Analysis period: January 2014 to October 2015
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How Occupational Fraud Is Committed
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Occupational Fraud by Category
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Scheme Types by Region
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Initial Detection of Occupational 
Frauds
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Detection Method by Region
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Source of Tips
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Formal Reporting Mechanism Used by Whistleblower
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Party to Whom Whistleblower Initially Reported
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Type of Organization
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Size of Organization
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Industry of Organization
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Anti-Fraud Controls by Region
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Effectiveness of Controls
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Background Checks
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Background Checks
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Internal Control Weaknesses 
That Contributed to Fraud
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Perpetrator’s Position
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Position of Perpetrator Based on Region
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Perpetrator’s Department
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Perpetrator’s Gender Based on Region
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Perpetrator’s Age
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Perpetrator’s Education Level
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The Impact of Collusion
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Perpetrator’s Criminal Background
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Behavioral Red Flags Displayed by Perpetrators
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Criminal Prosecutions
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Criminal Prosecutions
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Criminal Prosecutions
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Recovery of Losses
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Action Taken Against Perpetrator
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Fraud Resources
1. Association of Certified Fraud Examiners 

Membership and Tools
 www.acfe.com
 Start your ACFE Health Check Up
 Start your Fraud Risk Assessment
 Get more information on Fraud Risk Management
 Subscribe to Fraud Magazine 
 Get your full copy of the 2016 Report to the Nations
 Membership-unlimited webinars

2. Managing the Business Risk of Fraud: A 
Practical Guide, published by the ACFE. 
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Are you ready for 
the BOG 

Scavenger Hunt?
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Questions?
Thank you for your time!

Contact The Team
Kathrine Lujan-kathrine.lujan@bankofguam.com
Jacinta Elm-jacinta.elm@bankofguam.com
Lisa Leon Guerrero-lisa.leonguerrero@bankofguam.com


